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(57) ABSTRACT

In a method for processing system events of a computing
device, the computing device includes a basic input and out-
put system (BIOS) and a baseboard management controller
(BMC). The method allocates revised storage blocks in the
BMC, for storing normal system events of the computing
device, and a backup storage block in the BMC for storing
error system events of the computing device. The method
detects a error system event via the BMC, and records the
error system event into the backup storage block of the BMC.
The method obtains the error system event from the backup
storage block of the BMC via the BIOS when the computing
device is rebooted, and processes the error system event to
reboot the computing device using a normal system event
stored in the revised storage blocks of the BMC.

18 Claims, 5 Drawing Sheets
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1
COMPUTING DEVICE AND METHOD FOR
PROCESSING SYSTEM EVENTS OF
COMPUTING DEVICE

BACKGROUND

1. Technical Field

Embodiments of the present disclosure relate to systems
and methods for processing system events of computing
devices, and particularly to a computing device and a method
for processing system events of the computing device.

2. Description of Related Art

It is known in the art that a computing device (e.g., a
computer or a server) generates multiple system events dur-
ing normal operation of the computing device. Each of the
system events detects and records if various components
(e.g., a CPU, a fan, a memory, or a power supply) of the
computing device work normally. If a component (e.g., the
memory) of the computing device malfunctions, an error
system event may be generated immediately and recorded
into a baseboard management controller (BMC) of a mother-
board. In general, the error system event may be processed by
a basic input and output system (BIOS) when the computing
device is rebooted. However, it costs time for the BIOS to
check all system events recorded in the BMC when process-
ing the error system event, and thus increases booting time of
the computing device. Therefore, there is room for improve-
ment within the prior art.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of one embodiment of a comput-
ing device including a system event processing system.

FIG. 2 is a block diagram illustrating function modules of
the system event processing system in FIG. 1.

FIG. 3 shows one exemplary embodiment of storage blocks
in a storage device of a baseboard management controller
(BMO).

FIG. 4 shows another exemplary embodiment of storage
blocks in the storage device of the BMC.

FIG. 5 is a flowchart of one embodiment of a method for
processing system events of the computing device in FIG. 1.

DETAILED DESCRIPTION

The present disclosure, including the accompanying draw-
ings, is illustrated by way of examples and not by way of
limitation. It should be noted that references to “an” or “one”
embodiment in this disclosure are not necessarily to the same
embodiment, and such references mean “at least one.”

In the present disclosure, the word “module,” as used
herein, refers to logic embodied in hardware or firmware, or
to a collection of software instructions, written in a program
language. In one embodiment, the program language may be
Java, C, or assembly. One or more software instructions in the
modules may be embedded in firmware, such as in an
EPROM. The modules described herein may be implemented
as either software and/or hardware modules and may be
stored in any type of non-transitory computer-readable
medium or other storage system. Some non-limiting
examples of a non-transitory computer-readable medium
include CDs, DVDs, flash memory, and hard disk drives.

FIG. 1 is a block diagram of one embodiment of a comput-
ing device 1 including a system event processing system 40.
In the embodiment, the computing device 1 includes a moth-
erboard 2, which includes a basic input and output system
(BIOS), a baseboard management controller (BMC) 4, and at
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least one processor 5. The BMC 4 includes a storage device
41 that stores the system event processing system 40. In one
embodiment, the system event processing system 40 may
include computerized instructions in the form of one or more
programs that are stored in the storage device 41 and executed
by the at least one processor 5. The computing device 1 may
be a personal computer (PC), a tablet, a notebook, or a server,
for example. FIG. 1 illustrates only one example of the com-
puting device 1, other examples may include more or fewer
components than illustrated, or have a different configuration
of the various components in other embodiments.

The BIOS 3 is stored in a memory such as a read-only
memory (ROM), or an electronically erasable-programmable
read-only memory (EEPROM). The BMC 4 detects if a com-
ponent (e.g., a CPU, a fan, a memory, or a power supply) of
the computing device 1 works normally, and records all sys-
tem events generated by the computing device 1 into the
storage device 41. In one embodiment, the storage device 41
may be an internal storage system, such as a random access
memory (RAM) for temporary storage of information, and/or
a read only memory (ROM) for permanent storage of infor-
mation. The processor 5 is a central processing unit (CPU) or
microprocessor that performs various functions of the com-
puting device 1.

In the embodiment, if a component (e.g., the memory) of
the computing device 1 malfunctions, an error system event
may be generated immediately and recorded into the storage
device 41 of the BMC 4. The error system event is a system
event indicating that the component of the computing device
1 occurs a multi-bit (e.g., 8 bits) error. The error system event
is obtained from the BMC 4 and processed by the BIOS 3
when the computing device 1 reboots.

FIG. 2 is a block diagram illustrating function modules of
the system event processing system 40. In one embodiment,
the system event processing system 40 includes a setting
module 401, an event recording module 402, and an event
processing module 403. The modules 401-403 may comprise
computerized instructions in the form of one or more pro-
grams that are stored in the storage device 40 and executed by
the at least one processor 5. A detailed description of each
module will be given in the following paragraphs.

The setting module 401 is configured to allocate a revised
storage block in the storage device 41 for storing normal
system events of the computing device 1, and allocate a
backup storage block in the storage device 41 for storing error
system events of the computing device 1. In the embodiment,
the normal system events indicate that the computing device
1 works normally, and the error system events the computing
device 1 works abnormally. For example, if a component
(e.g., the memory) of the computing device 1 malfunctions,
the computing device 1 generates an error system event indi-
cating that the computing device 1 has a multi-bit error con-
cerning the memory.

FIG. 3 shows one exemplary embodiment of storage blocks
in the storage device 40. In the embodiment, the storage
device 41 is partitioned into a plurality of storage blocks. The
storage blocks may include a booting block, an event block, a
revised storage block, a backup storage block, a kernel block
and a root block. If the storage device 41 is a serial peripheral
interface (SPI) FLASH memory 100 having 16 megabytes
(Mbytes) of storage, the storage space of the revised storage
block may be 2 Mbytes, and the storage space of the backup
storage block may be 2 Mbytes. The booting block stores data
for booting the computing device 1, the event block stores all
the system events of the computing device 1, the kernel block
stores kernel codes of the system events, and the root block
stores root files of the computing device 1.
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FIG. 4 shows another exemplary embodiment of storage
blocks in the storage device 40. In this embodiment, the
storage device 41 is an EEPROM 200 having 32 Mbytes. The
storage space of the revised storage block may be 4 Mbytes,
and the storage space of the backup storage block may be 4
Mbytes. The revised storage block stores error system events
of the computing device 1, and the backup storage block
stores backup data of the error system events.

The event recording module 402 is configured to detect
whether a component of the computing device 1 occurs an
error system event via the BMC 4, and record the error system
event into the backup storage block of the storage device 41
when the BIOS 3 sends an intelligent platform management
interface (IPMI) command to the BMC 4. In the embodiment,
the error system event may indicate a multi-bit error from the
memory ofthe computing device 1. The BIOS sends the IPMI
command to the BMC 4 to request the BMC 4 to record the
error system event when an error system event occurs.

The event processing module 403 is configured to obtain
the error system event from the backup storage block of the
storage device 41 via the BIOS 3 when the computing device
1 is rebooted, and processing the error system event to reboot
the computing device 1 using a normal system event stored in
the revised storage block ofthe storage device 41. The normal
system event corresponds to the error system event recorded
in the backup storage block of the storage device 41.

FIG. 5 is a flowchart of one embodiment of a method for
processing system events of the computing device 1 in FIG. 1.
The method is performed by execution of a computer-read-
able program code or instructions by the at least one processor
5 of the computing device 1. Depending on the embodiment,
additional steps may be added, others removed, and the order-
ing of the steps may be changed.

Before implementing step S1, the setting module 401 allo-
cates a revised storage block in the storage device 41 for
storing normal system events of the computing device 1, and
allocates a backup storage block in the storage device 41 for
storing error system events of the computing device 1. In one
example withrespectto FIG. 5, the storage device 41 (e.g., the
EEPROM 200) is partitioned into a plurality of storage
blocks, which includes the revised storage block and the
backup storage block.

In step S1, the event recording module 402 detects if a
component of the computing device 1 occurs an error system
event via the BMC 4, and records the error system event into
the backup storage block of the storage device 41 when the
BIOS 3 sends an intelligent platform management interface
(IPMI) command to the BMC 4. In the embodiment, the error
system event may indicate that a multi-bit error has occurred
in the memory of the computing device 1. The BIOS sends the
IPMI command to the BMC 4 to request the BMC 4 to record
the error system event when the error system event occurs in
the computing device 1.

In step S2, the event processing module 403 obtains the
error system event from the backup storage block of the
storage device 41 via the BIOS 3 when the computing device
1 is rebooted, and processes the error system event to reboot
the computing device 1 using a normal system event stored in
the revised storage block ofthe storage device 41. The normal
system event corresponds to the error system event recorded
in the backup storage block of the storage device 41.

Although certain disclosed embodiments of the present
disclosure have been specifically described, the present dis-
closureis not to be construed as being limited thereto. Various
changes or modifications may be made to the present disclo-
sure without departing from the scope and spirit of the present
disclosure.
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What is claimed is:

1. A computing device, comprising:

a basic input and output system (BIOS);

a baseboard management controller (BMC);

at least one processor; and

a storage device storing one or more computer-readable

programs, which when executed by the at least one pro-
cessor, causes the at least one processor to:

allocate a revised storage block in the BMC that stores

normal system events of the computing device, and allo-
cate a backup storage block in the BMC that stores error
system events of the computing device;

detect if the computing device generates an error system

event via the BMC, and record the error system event
into the backup storage block of the BMC when the
BIOS sends an intelligent platform management inter-
face (IPMI) command to the BMC; and

obtain the error system event from the backup storage

block of the BMC via the BIOS when the computing
device reboots, and reboot the computing device using a
normal system event stored in the revised storage block
of the BMC.

2. The computing device according to claim 1, wherein the
error system event is a system event indicating that a multi-bit
error has occurred in a component of the computing device.

3. The computing device according to claim 1, wherein the
normal system event is a system event indicating that the
computing device works normally.

4. The computing device according to claim 1, wherein the
storage device is included in the BMC, and is a serial periph-
eral interface (SPI) FLASH memory or an electronically eras-
able-programmable read-only memory (EEPROM).

5. The computing device according to claim 4, wherein the
storage device is partitioned a plurality of storage blocks
comprising the revised storage block and the backup storage
block.

6. The computing device according to claim 5, wherein the
storage blocks further includes a booting block, an event
block, a kernel block and a root block.

7. A method for processing system events of a computing
device, the computing device comprising a basic input and
output system (BIOS) and a baseboard management control-
ler (BMC), the method comprising:

allocating a revised storage block in the BMC that stores

normal system events of the computing device, and allo-
cating a backup storage block in the BMC that stores
error system events of the computing device;

detecting if the computing device generates an error system

event via the BMC, and recording the error system event
into the backup storage block of the BMC when the
BIOS sends an intelligent platform management inter-
face (IPMI) command to the BMC; and

obtaining the error system event from the backup storage

block of the BMC via the BIOS when the computing
device is rebooted, and rebooting the computing device
using a normal system events stored in the revised stor-
age block of the BMC.

8. The method according to claim 7, wherein the error
system event is a system event indicating that a multi-bit error
has occurred in a component of the computing device.

9. The method according to claim 7, wherein the normal
system event is a system event indicating that the computing
device works normally.

10. The method according to claim 7, wherein the BMC
includes a storage device that is a serial peripheral interface
(SPI) FLASH memory or an electronically erasable-pro-
grammable read-only memory (EEPROM).
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11. The method according to claim 10, wherein the storage
device is partitioned a plurality of storage blocks comprising
the revised storage block and the backup storage block.

12. The method according to claim 11, wherein the storage
blocks further includes a booting block, an event block, a
kernel block and a root block.

13. A non-transitory storage medium having stored thereon
instructions that, when executed by at least one processor of
a computing device, cause the processor to perform a method
for processing system events of the computing device, the
computing device comprising a basic input and output system
(BIOS) and a baseboard management controller (BMC), the
method comprising:

allocating a revised storage block in the BMC that stores

normal system events of the computing device, and allo-
cating a backup storage block in the BMC that stores
error system events of the computing device;

detecting if the computing device generates an error system

event via the BMC, and recording the error system event
into the backup storage block of the BMC when the
BIOS sends an intelligent platform management inter-
face (IPMI) command to the BMC; and
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obtaining the error system event from the backup storage
block of the BMC via the BIOS when the computing
device is rebooted, and rebooting the computing device
using a normal system event stored in the revised storage
block of the BMC.

14. The storage medium according to claim 13, wherein the
error system event is a system event indicating that a multi-bit
error has occurred in a component of the computing device.

15. The storage medium according to claim 13, wherein the
normal system event is a system event indicating that the
computing device works normally.

16. The storage medium according to claim 13, wherein the
BMC includes a storage device that is a serial peripheral
interface (SPI) FLASH memory or an electronically erasable-
programmable read-only memory (EEPROM).

17.The storage medium according to claim 16, wherein the
storage device is partitioned a plurality of storage blocks
comprising the revised storage block and the backup storage
block.

18. The storage medium according to claim 17, wherein the
storage blocks further includes a booting block, an event
block, a kernel block and a root block.
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